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ABSTRACT

Recently, organizations are increasing their investment to protect information resources from information security(IS) threats
through the adoption of IS policies and technologies. However, IS incidents occur in a variety of ways, such as intrusions
from outside the organization and exposure to the inside. Our study presented the negative effects of IS role stress on
organizational insiders and suggested factors from the organizational and individual perspectives for mitigating IS role stress.
We conducted a survey on employees of companies that introduced and applied IS policies to their work and tested the
hypothesis using 329 samples. As a result, IS organization justice reduced IS role stress and strengthened IS positive
psychological capital, thereby affecting the IS compliance intention of employees. Also, IS positive psychological capital
moderated the relationship between IS stress and IS compliance intention. This study contributes to the achievement of
internal IS goals by suggesting the conditions that affect the IS compliance behavior of employees in terms of the
organizational environment and individual characteristics
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o] B 1 EX ARHQ AL BG3F 226t kel 7o g gebEich
< AAA da AREgE AT AAE ¢l A
gkt ANale) WAl 2A9] Auwer B 2H |V, I AS
Ao e AEHA AR 5E Hrbetes skt
%, 2 dve 12573 BHeM ArEgk AAE o 4.1 ME[M 9 EIEM AT
Foll A gur AL 24 A2 Auned F
Y} 45 A A Sl i A4S Fago B ATE AR Y AgeE, 998 o ¢
24 Wk E4 o) A weks AN % 7] 24 B7E Bgdglonz, 8919 Als
olef], B AT MAA7} B4R AApel 39 Az et ASS gk o, FAARARRS 24
< @43lE, AT it A 2E FgHE 9T Qololx, o2 ¢ HEEL 13 89lolng 23 &
AAE shgith. dre kel S AAlskE e,
s|lgo] Aol Fodsr] A, AP AT F4 & A . .
WE AwEA] ke Adela] el e8l3h A wuel Table 2. Result for Reliability and Validity
Ao Gl 0 g stk & A9 [Contructttem| FRclor Cronbachl o Ty
g F Aglolet S Al F Anne AA i pading s Alpha
o 0w 5 0 als ol H Ho2 | 08471 617 | 0.781 | 0.543
AL Giel wedEtEs a3t gle ARl vy ° |Ho3| 0.816 : : :
= Ak A e Bk agich o ¥, A Opl]| 0.877
Fo] B3 Azfe] EAA L upHo] dlsle] Ay Op Op2| 0.879 | 0.908 | 0.825]| 0.611
sedon, 4EE pAsIT $UT Aue AR bedy 251
< Agsiych A2 2021 590 sl Re |Re2| 0.880 | 0.906 | 0.828 | 0.617
3 329709 frE RS Fusiglon], Fro] QT Re3 | 0.855
EASA 54 Table 1.3 &b Ao 49 R IR
Mol T6.6%Z ARt wWgkor) ole AL SE SE3 0:878 0.932 | 0.884 | 0.655
30-50417F 76.3%=Z 71 wokow  qlEe] A% SE4| 0.865
Aulzaglo] 84.5%% Selvete] Aulaql w|ET OJ110.897
0J2| 0.914
OJ 0J3| 0.914 0.948 0.912 | 0.721
Table 1. Demographic Characteristics 0J4| 0.899
RC1| 0.815
Demographic Categories Frequency| % RC ggg 82;2 0.880 0.813 | 0.592
Total 329 100.0 RAL| 0852
Gender Male 252 76.6 RA  |RA3| 0.930 | 0.918 | 0.854 | 0.661
Female 77 23.4 RA4| 0.890
CI1| 0.725
30 48 14.6
< CI CI2 | 0.893 0.860 0.837 | 0.634
Age 31~40 131 39.8 o3 | 0853
41~50 120 36.5 Ho | 0.926
» 50 30 9.1 PC? gz 822? 0.894 | 0.906 | 0.708
Manufacture 51 15.5 '
Industry Serv g e SE | 0.865
ervice : Ho(Hope), Op(Optimism), Re(Resilience),
Staff 61 18.5 SE(Self-efficacy),  OJ(Organization  Justice),
Job Assistant Manager 73 22.9 RC(Role Conflict), RA(Role Ambiguity),
Position Manager 101 30.7 CI(Compliance  Intention), PC(Psychological
- . Capital)
General Manager 94 28.6 a = second order construct (Ho, Op, Re, SE)
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TLI = 0.984, RMSEA = 0.034)%} 24 ¥ =
o] Ag= (x2/df = 1.248, GFI = 0.934
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Table 3. Result for Discriminant Validity

Constructs 1 2 3 4 5
OdJ 0.849%
RC -.489**10.770%
RA -.496**| .724**10.8132
pcP .629%* |- 576" (-.571*%|0.841>
CI 565" |- .518%%(-.492**| 569" |0.7962

0OJ(Organization Justice), RC(Role Conflict),
RA(Role Ambiguity), PC(Psychological Capital),
CI(Compliance Intention)

**: p (0.01, a = the square root of the AVE,

b = second order construct

TLI = 0.990, RMSEA = 0.028)7} &F 874}
e FEeglon] 54 GBe) F4A9 Wizl
0.3 vlwoz ekt gEgpEAe] BAL B4 9
s,

1
o :FLJ—HLXE} Alrdas Heg FaEI A
Hayes(2017)2] Process 3.1 #83 =4 33}
MR A=

TEJJr AL FERUAA B2YS Hgsing 1

)& 3 sasigin. Fay)
7&%3 93 mule XﬁE—‘é‘— shlstsdct, Ad= x

= 0.895, AGFI = 0.856,
CFI = 0.952, NFI = 0.930, TLI = 0.941,
a2]x RMSEA = 0.077¢F #e] vepgr}, n|=
GFI, AGFI, RMSEA7} £7A13kRc} oha Ust

IS Role Ambiguity
(= 0.302)

a:Second-ore
b: Regression w gmm. s fixed at 1,000

Fig. 2. Results of the Structural Model
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Table 4. Summary of Main Effect Tests

Path  |Coefficient| t-value Results
H1 | OJ — CI 0.282 3.163** | Supported
H2a|OJ — RC| -0.539 |-9.244%**| Supported
H2b|OJ — RA| -0.550 |-9.896"*| Supported
H3 | OJ — PC 0.704 |12.618**| Supported
H4a| RC — ClI | -0.158 |-2.621""| Supported
H4b| RA — Cl -0.083 -1.433 Suprco)trted
H5 | PC — CI 0.313 4.136** | Supported
OJ(Organization Justice), RC(Role Conflict),

RA(Role Ambiguity), PC(Psychological Capital),
Cl(Compliance Intention)
* p (0.01

o1} GFI9F AGFI+= 0.8744] 3 $stx, RMSEA
01744 S4a, 2 9] Ao fAv) A4
Ao veh) ARASE st
I & A7 MR ANE 29 g9 A2
}"ﬂ‘:‘r Fig. 2, Table 4).
18 AHEHel A FAAo] HHHQH

et ool x4<+ ol e ErhE Ao, 2el
7o) Aok FAA WA Gl Aoz ekt 7ha
o] AH=AUHHL: £ = 0.282, p  0.01). A+

M 2t Auwek 24 gYAe] Auuek 4% A
Edlze] ()] dgE Frh Ao 29 1
Az7h R A Gl Aoz ekt 7hae] A
A= 9dck(H2a: £ = -0.539, p < 0.01: H2b: B
= -0.550, p € 0.01). A77Md 3 AHHH} =

A Aol Anmel A ARl A (+)2] d3F
& Frhe e, 29l 7 ARs 3AA BAl
e AeR veht 7Pde] AEESIG(H3: B =

0.704, p € 0.01). A7/ 4= A¥H} ¥ ~
Ed2rt ARuch £ omd (- rl s Fot
B AeR oF 25w ARuet 4 ond 73
A A ol AeE veh FiH o sPde] A
asgich(Hda: 6 = -0.158, p < 0.01: H4b: £
= -0.083, n.s). AF7M 5= AHHE FAHAIE

o] Fuuek £ ool H(+)9) JFL %
T‘:‘yqoi 00] 7]._0,] 7:]37} :qu ]'74]‘3]] o{_
o= veht 7Rl A giek( H5 £ = 0.313
p < 0.01).

Ao s, Qe o) 2%

seleh. AT WMol Y FES A

Aoz, 24 I4, 97 25 9% 234, v
T FAARARS Arnel 5 % 47.4%9)
dPe Fodow, =4 TP dF 25
29.0%, 4F m3Adel 30.2%, 283 AR

ol 49.6%°] A = o' eyttt

N
E
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rlo
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[—n:
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galatsieh 34
o glorm=g, Process 3 1—4 e
HFE2EHFY 5,000, A% 95%%F ¥
A 753 A= Table 5.9F 2t}
24 33 A% Ave AR 9F 2%
olmete] A, dF B3I FF =
A A7 24 w3he 7= Ao veEh
AR 24 a9g B} wateiA] st
317] 815k, Process 3.19] e 2 =5 els}
Ack. Q7 253 9 23S Aungk 5 0

z/\
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A A2A7IE S Flstolt

Table 5. Summary of Moderating Effect Tests

Coefficient| t-value | Results
Constant 6.472 8.997**
RC -0.870 -5.126"*
Héa|  PC -0.139 | -Logg |SUPPOTte
Interaction 0.129 3.841**
F = 1736338, % = 0.4047
Constant 5.936 9.332"*
RC -0.742 -5.108"*
H6b|  PC -0.072 | -0.599 |SUPROTe
Interaction | 0.116 3.951*"
F =170.3837, & = 0.3938
RC(Role  Conflict),  RA(Role  Ambiguity),
PC(Psychological Capital), CI(Compliance
Intention)

1 p € 0.01
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